3G COMMUNICATION

BY ARIF KHAN

The emergence of the Third Generation Mobile Technology (Commonly known as 3G), has been the latest innovation in the field of communication. In fact, in the European market few years back the operators have taken license to operate 3G services at quite high cost. After initial teething troubles, the technology is finally taking shape. The architecture and the specification are in place. The products and the network roll outs have started and customer base is growing. This can give the customers Internet access at 2 Mbps, while he/she is on the move. Although practically, the bit rate is likely to be lower at least in the initial phase. 

3G is the next generation of wireless network technology that provides high speed bandwidth (high data transfer rates) to handheld devices. The high data transfer rates will allow 3G networks to offer multimedia services combining voice and data. Specifically, 3G wireless networks support the following maximum data transfer rates:

2.05 Mbits/second to stationary devices.

384 Kbits/ second for slowly moving devices, such as a handset carried by a walking user.

128 Kbits/second for fast moving devices, such as handset in moving vehicles.

These data rates are the absolute maximum numbers. For example, in the stationary case, the 2.05 Mb/second rate is for one user hogging the entire capacity of the base station. This data rate will be far lower if there is voice traffic (the actual data rate would depend upon the number of calls in progress). The maximum data rate of 128 Kbits/second for moving devices is about ten times faster than that available with the current 2G wireless networks. Unlike 3G networks, 2G networks were designed to carry voice but not data. 3G wireless networks have the bandwidth to provide converged voice and data services. 3G services will seamlessly combine superior voice quality telephony, high speed mobile IP services, information technology, rich media, and offer diverse content. Some characteristics of 3G services that have been proposed are:

Always-on connectivity. 3G networks use IP connectivity, which is packet based.

Multi-media service with streaming audio and video. 

Email with full-fledged attachments such as Power Point files.

Instant messaging with video/audio clips.

Fast downloads of large files such as faxes and Power Point files.

Access to corporate applications.

ADVANTAGES OF 3G

3G networks offer the users advantages such as:

New radio spectrum to relieve overcrowding in existing systems.

More bandwidth, security and reliability. 

Interoperability between service providers.

Fixed and variable data rates.

Asymmetric data rates.

Backward compatibility of devices with existing networks.

Always-online devices, 3G will use IP connectivity. IP is packet based (not circuit based).

Rich multimedia services.

DISADVANTAGES OF 3G 

There are some issues in deploying 3G: 

The cost of upgrading base station and cellular infrastructure to 3G is likely to be very high. 

Requires different handsets and there is the issue of handset availability. 3G handsets will be a complex product. Roaming and making both data/voice works has not yet been fully and seamlessly operational. Also the higher power requirement (more bits with the same energy/bit) demand a larger handset, shorter talk time, and larger batteries). Customers will prefer to have upgradeability/dual operation of existing handsets.

Base stations need to be closer to each other thus involving more cost.

Content Provisioning to make services popular.

POTENTIAL KILLER APPLICATIONS

Not withstanding the disadvantage mentioned above, telecom industry still perceive that there a big potential market for 3G services, Perhaps that is the reason that many operators, specially in Europe have paid heavy license fee to acquire 3G licenses. The high bandwidth of 3G networks will lead to the creation of new services, some of which we have no idea at this time. The big question is what services will be big revenue markets for the wireless service providers. In 2G networks, the big winners have been short text messaging in GSM networks (In Europe and countries other that USA) and image downloads. Some of the services likely to be big winners in 3G networks are:

video conferencing 

video messaging

Mobile Games

The first application is more form business application. The other two are targeted towards the younger generation. MMS (Multi Media Services) are likely to grow very fast. Similarly, as per some estimation, it is felt that gaming industry could be as big as $20-25 billion in near future. In fact, the optimist predict that it will be bigger than Hollywood box office collection. The trend is not restricted to US but is likely to be followed by Asian countries. Presently India and China are perceived as bid market for Mobile Growth (Including 3G).

1.  3G TECHNOLOGY & ARCHITECTURE

3G Technology isn’t just a new radio interface. It is lot more from the consideration both the service provider and the customer. Though 3G is primarily based on evolution of second-generation technologies such as GSM/GPRS, the overall picture is quite a bit more complex than that of present 2G. 3G is not just a matter of building a totally new infrastructure, but also entails to have the migration plans in place, both for the short term and the long term. Existing 2G operators need to upgrade their networks to remain competitive. 

The 3G terminals will also have new capabilities that 2G terminals do not. Multimedia applications and host of other services based on standard Internet technology will converge cellular telephones and the Internet technologies. Users will be able to download Java based applications on their terminals, just as they do today on the World Wide Web. Nevertheless, the new technology is associated with new security threats and even if security is enhanced, the risk of security lapses will still be there, unless extra precautions are taken.

2.  3G NETWORK

UMTS (universal Mobile Telecommunication System) is amalgamations of both packet are circuit switched technologies. It has simultaneously been designed to have the upgradeability features of earlier mobile systems such as GSM and GPRS. In addition, it is expected that, IP multimedia will be and integral part of the UMTS standards. Figure 1 shows the various domains of UMTS and some external networks.
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     Figure 1 The UMTS networks and domains
The circles to the left show three different radio access networks, which are attached to the backbone networks in the middle via the Iu interface. A Wireless LAN (WLAN) need not be connected to the GPRS backbone but could also be linked directly to an IP Network. The upper circle to the right depicts the SIP based and access independent IP Multimedia subsystem. To the far right are legacy PSTNs and an external IP network (e.g. the Internet).

2.1   THE RADIO ACCESS NETWORKS

One of the main design criteria of UMTS is that different radio access networks be attachable to the backbone via a common interface, the Iu interface. In Figure 1 three radio access networks are shown-all of which can be used to access UMTS services.

Wideband Code Division Multiple Access (W-CDMA): Generally 3G or UMTS radio access is taken as W-CDMA. W-CDMA uses the 2GHz frequency band and it can reach data transfer speeds up to 2 Mbits/s, but in reality transfer speed is closer to a couple of hundred kbit/s, the actual bit rate depending on factors such as cell load and mobility of user etc.

Wireless LAN (WLAN) technology offers very high bandwidth (of the order of 25 Mbit/s to user). It gives new advanced radio functions such as mobility support, a strong security infrastructure, guaranteed quality of service. It uses the 5 GHz frequency band and the service range is around 150 m to 300 m. However, a newer version called as WiMax is being developed which can cater to much longer distances and higher bandwidth applications.

EDGE is an enhancements of the “2.5G” radio access GPRS, which in turn is a development of the 2G circuit switched GSM. EDGE and GSM/GPRS are so closely coupled that the cell structure can be left intact. EDGE can, in theory, reach data transfer speed up to few hundreds kbit/s, but the real speed is likely to be lower. 

Figure 2 (a) and 2(b) illustrates how the W-CDMA radio access network is attached both to the evolved (circuit switched) GSM backbone and the evolved (packet switched) GPRS backbone. UMTS has both packet switched and circuit switched domain. 

This circuit switched capabilities of UMTS can be useful to an operator that doesn’t won a circuit switched 2G PLMN (such as GSM) or needs more bandwidth for voice services. Similarly an existing GSM operator that propose to deploy W-CDMA network, may use the GSM network for standard voice service and the W-CDMA network for new data and multimedia services. It will be difficult to build a radio access network with sufficient capacity using only W-CDMA technology. In this situation it may perhaps be better to have mobile IP approach. 
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Figure 2(a) and 2(b) WCDMA radio access network

2.2 THE BACKBONES 

The packet switched backbone has evolved form the GPRS backbone. Many of the basic function are identical, but improvements have been made. It is considered that IP is still to be the main glue for building up high capacity backbones. Before we go into the technical discussions on the backbone and other network elements, let us look at some of the important specifications related to 3G technology.

2.3  3G SPECIFICATIONS

Third Generation Partnership Program (3GPP) came into existence in December 1998. the objectives of this body can broadly be classified as follows:

To produce Technical Specifications for 3G mobile system, which could be applicable globally. 

In addition to provide specification for 3G, it is also to give Technical Specifications for maintenance and development of GSM,GPRS, EDGE etc. 

The 3G system for which design specifications are to be worked out consists of The Access Network and the Core Network. The access network primarily consists of UTRA (Universal Terrestrial Radio Access) interface. 

For the purpose of developing these specifications, a TSG (Technical Specifications Group) has been formed. This TSG consists of five different TSGs depending upon the network component they are dealing with. They are as follows:

Core Network TSG.

GSM/EDGE Radio Access Network TSG, known as GERANTSG.

Terminal TSG.

Radio Access Network TSG, known as RANTSG.

Services and System Aspects TSG.

3   UMTS NETWORK ARCHITECTURE

The UMTS network basically comprises of following three elements:

Core Network

Access Network

Terminal or User Equipment.

The inter relationship of the network elements is shown in figure 3. Basic structure of UMTS is similar to that used in GSM/GPRS network. There are many similarities in the two architectures. However, the main difference comes in the protocols residing in UMTS. This is on account of the fact that here the air interface is based on WCDMA. Moreover, in UMTS, there is a combination of Voice traffic and data traffic. This results in the network topologies namely, CS domain (Circuit Switched) and PS domain (Packet Switched). In CS domain, circuit switched connections are used for communication between user and destination for voice traffic. Whereas, in PS domain, packet switched connections are used for communication between user and destination for data traffic.

Apart from these network elements, there are other issues which needs to be discussed as overall implementation and roll out of 3G networks. Some of the are listed below and are discussed in the later part of the chapter.

Location Area

Roaming

Handing over

Signaling and other Protocols 

Security related issues.

We shall now discuss different components of UMTS in following paragraphs.
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Figure 3 Basic Structure of UMTS Network

CORE NETWORK

The basic function of core network can be broadly classified as follows:

Switching and routing

Call Control

Mobility Management (MM)

Managing the Subscriber Information

A typical core network structure is shown in figure 4. As said above, it has basically two domains CS and PS depending upon the functions it has to perform. Accordingly, the two domains are connected to either PSTN network or Packet network. On the other side, the core network is connected to Access work.

In order to perform switching functions, there is an MSC (Mobile Switching Centre) at the heart of the core network. Like GSM network, there are associated entities such as VLR (Visitor Location Register), HLR (Home Location Register), AuC (Authentication Centre), FIR (Equipment Identity Register) etc. VLR contains the subscriber profile, which it obtains from HLR. Here in addition to MSC/VLR, there is another entity known as Gateway Mobile Switching Centre (GMSC). The basic function of GMSC is to provide connectivity to external CS networks.
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Figure 4 Core Structure connectivity in 3G

In PS Domain, Serving GPRS Support Node (SGSN) performs the function of routing entity. It has duel role to play. Thus it performs the function of routing as well holds the data base of the customers. In addition to SGSN, there is another entity known as Gateway GPRS Support Node (GGSN). The main function of the unit is to provide connectivity to the external PS networks.

There are some entities which are common to CS and PS domains. These are HLR, AuC, EIR, SMS Gateway MSC (SMS-GMSC) and SMS interworking MSC (SMS-IWMSC). In addition to them, there are certain entities which are service specific. Gateway Mobile Location Center (GMLC), CAMEL (Customized Application for Mobile Enhanced Logic) etc. are some of the important entities amongst them.

CALL HANDLING AND SESSION MANAGEMENT

As explained earlier WCDMA network comprises of two parts namely Circuit Switching (CS) for voice call functions and Packet Switching (PS) for handling of packets. Handling of calls is quite similar to legacy GSM/GPRS. Whereas, system of handling of Packets is somewhat analogous to gprs we shall therefore concentrate more on packet handling. 

In case of call handling functions, there can be two types of call i.e. Mobile Originated (MO) and Mobile Terminated (MT). For MO calls, the exchange of signaling takes place between MS and VMSC. Unlike call handling procedure where each call is handled by separate circuit, in PS domain packets are transferred from Source to Destination in Sessions. For each session, a PDP Context is created, which defines its characteristics. The concept of PDP context is already described in chapter 4, while dealing with GPRS. The PDP context information is maintained at the MS, SGSN and GGSN. The management of PDP context, which includes the procedures necessary to activate, modify and deactivate a PDP context between the MS, SGSN and GGSN, come under the Session Management (SM) functionality.

Some of the important concepts, which form the basis of all session management procedures are as follows: PDP Context Activation. Here a PDP context is initiated by the MS and is between the MS and the network. However, network may also ask the MS in initiate the activation of PDP context.

Apart from network-requested activation procedure, there could be secondary PDP context activation which can be initiated by different entities.

PDP Context Modification : These modifications can be initiated by MS, Network or various entities. These modifications may be for assigning the priority to certain packets or could be QoS related. 

PDP Context Deactivation : PDP context deactivation procedure is used by the MS or the network to deactivate the ongoing PDP context.

LOCATION SERVICE

Using location service the positional information of MS can be known. This geographical location is expressed in terms of latitude and longitude which is based in the GPS technology. The basic functions of HLR , VLR,EIR etc remain the same as in the legacy GSM network. GMLC receives positioning requests from Location Service Clients. It then authenticate the client and authorizes it to make it’s request. For this purpose, Global positioning system (GPS) is utilised. GPS is a constellation of 24 satellites. They circle the earth in nearcircular inclined orbits. By receiving signal from at leat 4 of these satellites, the receiver position can be determined. This receiver position relates to latitude, longitude and altitude of the object. GPS system uses one-way transmission, from satellite to user. Therefore, the user requires only a GPS receiver and no transmitter. The receiver measures the time in terms of propogation delay. Using this delay parameter the position of the object can be identified.

The location based service has the utility of providing emergency services, tracking services and even location based charging services. In CAMEL services, value added services are provided and can be made available outside the HPLMN (Home Public Land Mobile Network). HPLMN maintains the subscription records and the current location information of MS. Cell Broadcast Service (CBS) is similar to SMS ( Short Message Service ) and is performed in Broadcast Mode within a particular geographical area.

MESSAGING 

In addition to these serviced 3G offers legacy SMS service of GSM. There has been quantum jump in the number of SMS sent across the globe in last 2-3 years. In fact, SMS has turned out to be a killer application for most of the service providers and major source of revenue. As 3G also offers Multimedia Messaging Services (MMS), there seems to be lot of potential for this application as well. MMS messages can contain voice, video, pictures and is likely to be very popular service. Then another area of great interest is n-line gaming. This application is alos picking up very fast specially amongst youngest.

IETF is currently working on an “Instant Messaging and Presence Protocol” (IMPP). One example of presence service is ICQ, which allows subscribers to see their friends. Which are on-line. Presence service has two kinds of clients, the Presentity and the Watchers. Even though these are logically separated, they may be implemented together. IETF has also come out with a simple model for Instant Messaging sevice. This consists of a sender and an inbox. One possibility to implement IMPP, which is being explored, is to use SIP  ( Session Initiation Protocol). IETF has created IMPP work group for this purpose. This group is also examining to use XML (Extended Mark-up Language) to represent presence information. The format could describe a range of contact means for certain users, such as an e-mail or an instant inbox address.

MMS

3GPP has com out with a frame work for the Multimedia Messaging Service (MMS). Though it is 3GPP standard, but it could be used in GPRS environment as well. The MMS architecture is shown in figure 5.
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Figure 5 MMS Architecture

MMS user agent resides either on UE or on some entity connected to UE. It carries out the notification, presentation and composition of incoming multimedia message to the user. It could have optional features such as encryption and handling of external devices like cameras and microphones. User Agent (US) should be able to handle different media formats like MP3, JPEG etc. User agent has and interface with MMS relay through which it can send and receive messages. UA can be on 2.5G/GPRS network as well as shown in figure 5.

The MMS relay is responsible for the storage and handling of MMS messages. It can be considered as the heart of MMS set up. All multimedia messages are passed through it. It may provide convergence between external servers and the User Agent. External servers provide services to MMS UA via the MMS relay/server. External server could include e-mail servers, SMS server etc. MMS relay keeps track of the subscription profiles of the users via the HLR and controls access to the MMS environment. Apart from this, it also does media conversion and address translation and has the feature of filtering. This gives the user the facility to decide, what kind of message he/she wants to receive, when to receive, and from whom to receive them.

It is also responsible for generate charging data. Different data bases are maintained in HLR. Some of them are MMS user subscription information, information about the capabilities of the user terminals. MMS server also acts as storage device for the messages waiting to be deliverd. Depending upon the specific requirement of the operator, MMS server and MMS relay can be combined or separate.

For exchange of information between different administrative domains, or between two MMS relays, MMS transfer protocol is used. This is based on SMTP ( Simple Mail Transfer Protocol) is the interface being used. The MM 1 transfer protocol is used between the UA and the MMS relay/server. There are many options for implementation of MM1 transfer protocol. The commonly used protocol is WAP. Though WAP exists in 3G. but it is expected that it will be complemented by the new Java technologies and SIP. Sun system has come out with 3 different versions for Java platforms. They are characterized as Java 2 Platform Standard Edition (J2SE), Java 2 Platform Enterprise Edition (J2EE) and Java 2 Platform Micro Edition (J2ME). J2ME is the likely platform to be used.

For MMS relay/server to send and retrieve multimedia messages, MM3 transfer protocol is used. There could be different MM3 implementations depending upon the requirement and type of external server. For example, for IP based applications, it could be SMTP, POP3 etc. recently some development are taking place, wherein a new framework known as Mobile Station Application Execution Environment (MExE) is being developed. This frame work, apart from usual features, provides a higher security features.

ACCESS NETWORK

As shown in the figure 6, access network resided between the core network and user equipment. This allows the core network to be of fixed characterstics, so that it has got the flexibility of having different access techniques. Access network performs the functions specific to the WCDMA air interface. For this purpose it has the Radio Network Sub-system (RNS). It has other part as BSS (BASE Station Sub-system), which acts in the same fashion as in traditional GSM architecture. The arrangement of RNS is shown in figure 5. In BSS, like traditional GSM, BSC ( Base Station Controller) and BTS (Base Transceiver Station) are connected to them. There can be more than on BTS connected to each BSC.  In case of RNS,BSC is referred as Radio Network Controller (RNC), while BTS is referred as Node B. Generally speaking, RNS is called as UTRAN ( Universal Terrestrial Radio Access Network).

BSC and BTs have their roles similar to GSM set up. Thus the primary task of BSC is to control the radio resources of the Radio Access network. Similarly, the function of BTS is to perform channel coding, transcoding and rate adoption. In addition to that it performs encryption and decryption. The main difference in UMTS comes in features related to RNS. RNS or UTRAN comprises of one Radio Network Controller (RNC) and few nodes. As RNS has open interface, it enables RNS and nodes of different vendors to interoperate with each other.
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Figure 6 Access Network Connectivity to PS Domain

Important functions of RNC can be classified as follows:

Radio Resource Management.

Controlling the nodes.

Admission and power control.

Encryption and decryption.

The main tasks of node are channel coding, rate matching, spreading/dispreading. It also performs the function of inner-loop power control. The later two functions are new features of UTRAN and are not performed by the traditional BTS.

3.2.1 RADIO NETWORK FUNCTIONALITY

In order to optimize the complete wireless system, several functions related to RAN and UE are required to be coordinated in a cohesive manner. For this purpose UTRAN has to perform many functions. Some of the important and essential functions are listed below:

Transfer of user data

Mobility Management & Handover functions

Radio Resource Management

Security functions

Broadcast services

Power control

System Access Control

A brief description of each of these activities is given below.

Transfer of User Data

UTRAN transfers the user data between MS and core network. It also performs the function of transferring the signaling information between the two. The interface between UTRAN and MS is Uu, whereas it’s interface with core network is IU. More details on these interfaces are covered in the later part of the chapter.

Mobility Management

The very gist of any mobile communication if proper and soft handoff. Handover are generally classified as, soft and softer handover. However, it could be characterized as hard handover as well.

SOFT AND SOFTER HANDOVER

In case of soft handover, the handset can communicate simultaneously with two or more cells in two or more base stations. This flexibility of allowing the connection open to more than one base station results in fewer lost calls, which is very important to the operator.
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Figure 7

In order to have good system performance with frequency re-use of 1 and power control, soft and softer handover is required. This should enable the handset to maintain the continuity and quality of the connection while moving from one cell to another. In soft Handover (SHO, MS maintains simultaneous radio links with more than one Node-B (refer figure 7). The transmission to from the MS takes place when both the radio links are used simultaneously. The disadvantage of SHO is that a UE consumes more network resources.

This is on account of the fact that the information between UE and RNC will go through multiple paths in duplicate. These multiple paths are created from different base stations and requires more RAN resources.

There is another technique called “Softer Handover”. Here the MS is located in the overlapping area of two adjacent sectors of same base station ( see figure 8)
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Figure 8 Soft Handover

Thus communication between MS and base station takes place via two radio links, one for each sector. Here RNC is not effected, as combining of signal takes place internally within the BSS. During soft or softer handover, the handset will momentarily adjust its power to the base station that requires the desired amount of transmit power and the preferred cell may change very rapidly.

The difference between soft and softer handover is that during SHO, the handset is connected to multiple cells at different base stations, while during soft handover, the handset is connected to multiple cells at the same base station. The drawback with soft handover is that it requires additional hardware resources on the network side, as the handset has multiple connections.

Radio Resource Management

Radio spectrum is a scarce commodity and has to be used very juditiously. Therefore, it becomes of paramount importance that all the radio resources are used optimally. In this respect following functions need to be performed properly.

The radio cells and common transport channels are to be configured base on traffic offered.

The connection between UTRAN and MS is to be setup and released as per the requirement of the customer. Similarly, connection between Node B and RNC is to be established and released.

Radio Access Bearer (RAB) channel is to be allocated and deallocated as per the flow of traffic. The salient point to be kept in mind here is that different QoS parameters are maintained.

The RF power control is to adjusted in such a manner that interference between two communication users is kept at minimum.

For detection / correction of errors radio channel coding and decoding has to be done.

Security Functions

In any radio network security is of paramount importance. Though the basic security features of GSM like SIM (Subscriber Identity Module) care confidentiality, use of share secret key between the user and the network has been maintained. However, 3G network deploys higher level of security than legacy 2G networks.

For this purpose features like network domain security, network access security , user domain security etc. have been introduced. In case of network domain security, the network nodes exchange the signaling data security. This is provided through IP sec. Further following security features are adopted:

User Identification confidentiality and it’s untraceability Here the user’s permanent identity is hidden and also it’s current location. Moreover, a user’s integrity is protected by making it hard for and attacker to deduce what services are being utilized by the user.

User Authentication only authorized users are allowed to access the network.

Network authentication In this particular case a user authenticate the network. This is a new feature.

Apart from network Access Security , Network Security plays an important role in securing the system. Here the signaling and data of the wire line part of the UMTS network are secured. The network is further secured by providing Terminal Security. This is achieved by User / USIM authentication. There is also a feature by which undesired USIMs can be locked out from certain 

terminal.

Broadcast Services

Broadcast/ Multicast control Layer (BMC) is used for sending the information in broadcast or multicast mode.

BMC provides this functionality without any acknowledgement feature. BMC transfers CB (Cell Broadcast) messages, where RRC is used for control purposes.
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